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(54) ILLEGAL INVASION PREVENTING SYSTEM 
(5 7) Abstract: 

PROBLEM TO BE SOLVED: To prevent the invasion by 
an illegal invader to a normal server and to provide an 
illegal invasion preventing system so that a failured 
illegal invasion may not be noticed by the invader. 
SOLUTION: The illegal invasion preventing system 
comprises a decoy server 4 provided in combination 
with the normal server 3, and guides the illegal invasion 
to the server 3 to the server 4. The illegal invasion 
preventing system comprises an illegal invasion monitor 
31 forjudging whether a communication session 
established between the server 3 and an external 
terminal equipment 5 is caused by the illegal invasion or 
not, a communication session succeeding means 4 1 for 
succeeding the communication session judged as the 
illegal invasion from the server 3 to the server 4, and a 
router 2 for transferring a data packet to the normal 
server to the decoy server in the communication session 
judged as the illegal invasion. 

http://wwwl9.ipdl.ncipi.go.jp/PAl/cgi-bin/PAlDETAIL (1/2)2007 02 14 15:29:15 




Searching PAJ 



LEGAL STATUS 

[Date of request for examination] 10.02.2003 

[Date of sending the examiner's decision of 

rejection] 

[Kind of final disposal of application other than 

the examiner's decision of rejection or 

application converted registration] 

[Date of final disposal for application] 

[Patent number] 3687782 

[Date of registration] 1 7.06.2005 

[Number of appeal against examiner's decision 

of rejection] 

[Date of requesting appeal against examiner's 
decision of rejection] 
[Date of extinction of right] 



http://wwwl9.ipdl.ncipi.go.jp/PAl/cgi-bin/PAlDETAIL (2/2)2007 02 14 15:29:15 



(lfl>B*B*flW (J?) (12) & M & 1^ & $R (A) (lDWHflMMW* 

#^2002-111727 
(P2002-111727A) 
<43)&WB ¥«14*F 4 H 12 B (2002.4.12) 



©Dinta' ttswra fi T-?3-r(##) 

H04L 12/56 G06F 12/00 5 3 7Z 5B0 17 

G0 6F 12/00 5 3 7 12/14 3 1 0 Z 5B082 

12/14 3 1 0 13/00 3 51Z 5B085 

13/00 3 5 1 15/00 3 3 0 A 5B089 

15/00 3 3 0 H0 4L 11/20 1 0 2D 

«m* *w* mmm.u ol (49i) mmz&< 



(21)U«## 


®Ii2000 - 299556(P2000 -299556) 


C71)HWA 


000208891 










(22)tMBH 


¥^12^ 9 % 29 B (2000. 9. 29) 




«S3RSH&KB*f1i-TB 3 # 2 ^ 






(72)SHjg# 


tm St* 








*mt«W*#*K2-l-l5 #5££*fc 














(72)5§W* 


w? ®ra 








«fS»±ffiHrfrAiS2-l-15 **5fc£# 














(74)ft8!A 


100084870 








im± m **t (*n«) 








ms\m< 



(54) mmozm] ^mmxK±^^ 



(57) 

CM] jBB^V\€PRESA*BSil:U *r*RE 
DM#S] fcfc!>1^-/<4*ie»?w<3f«:flf* 

TfMEftAfcWSSnftiMI-fey^g IE»»f-^3 




mmmmm: 

IHIA&Mi^XtAC^T, 
IEftAf£*i^©£> 

£* 

±->xta 0 

m>m i tiem©^HtAKib>x7-Ao 
■yws-efcs c fcfcftStfc-rsstata 1 Sfett 2 idBK 
[fi*l 4 ] iulSM-fe >y 5/ a >3 tt, 

y is 3 V V-7 «6Wl« fc, 5 l»£cD« 

tj-ts c fcswufc-rsiisja 1 3 ov-rn^K 

IBIgcD^jEgAteifc^Xf-Ao 
BI>M 5 ] WHHfflft-fe r> 3 y? [»Sgl±, 
MfEIEStf-^cD^-^-r -y b M-Ot-^/^ 
y h &m&3l*t&1E6B8Ky 7Tt, 

ffliafSMffl/ Vy77 li, iiuiB^lEftA tWSS tifcilfS 
■fe >y i/ 3 yftis £ 5 sc? Ifti^is t . 3 l»OS 
f/JOr-^^y hfrSJ^fttfrTSc 

1 3 ov^n^JdE»o 3 REflyj»±^ 

fA„ 

[ffWSR 6 ] f&&fiEm-> W D it-/ <tf eg 
SI? titer- W-yh*fet!J^ vmb^m*, a 

1 ftVL 5 OV^-f n^^taeo^jEflA^^X-r Ao 



(2) #12002-111727 
2 

tSr-?/^'y h&7J3l£ti&£. ist\)V-rtt<D 
1 ft^L 6 Ol^ftMcfB«©^iHlA[Slb>Xr A Q 

c £^m.£-$%wom. 1 l 7 ©wr 

Gft3cJg9] ts£W- M^flfKU w 

70 J£ftU&ltS'XrA£43V'»T, 

MtaiES-9--^^5 l cfrSx-^^-r'y h*\ ^FISI 

AffiTl^ISi:, 

^iE«A#A^ BStH? n/c t <D £ W££ tlfc t 1 '- * /<-5r 
•y 5-^^K*3aW-«IB»1!!ffl#afc%a«L 

fee £mm£t%^iE&xffi±^7 L ^ 
[it*s 1 0 ] mmmwrn^mt. m&s wv- 

J&mi:-r5W*S9^ffi«O^iEftAI»±^XxA 0 
Elgo^J£fiAB&±'>X'rA„ 

[0 0 0 1] 

r-?JS*tcm€©^H#A^FJ£ftAL, S 6 fcli*® 

rtg^H^tt, ««^-r^ct^^jji-r^^j£«AE&it-> 

50 XrAC^D, ^IEffiA#lc^iEftACi^^'fg 
[0 0 0 2] 

[«©fi«] *-A^^o3S»cf^*ns 

7^7V^ U >^'Lfc D , feS^tt^iE^SA#(CfiHiH2 -v 
[0 0 0 3] LfrLftm, ±tabfcl7t*0«AK±-> 

[0004] coidasaRBBKMR-rsfcfcic, * 



LfcSffiA^eg^tlTV^S (Network flssociate&f±SO 
CytaerCop Sting : o 
[0 0 0 5] 

KH^fW^L^atTSISS] ±iabft«K*T 

[0 0 0 6] LfrLfctf 6, ttiBfefc Dl^Dtllt 
IS to +J— / *^Ftt, * O^SW**©^ < t (4»J>lc 
lift * fc» fcjBK & *IT L * 3 ™t*»* -3 fto C O ft 

s^J6 tiemv-<> ^imi£nz> t , mttvmciE 

m-/ WSA2 ft T L £ 9 t ^ 3 KB* 1 * ^ fto 
[0007] *588!©B«fct l ±f3Lftt£*&«©tSgI 

[0 0 0 8] 

U tut BIEM-y--^ WD^J£ftA£tuf3fc 1 5 ^ ^ 

jWMHc t <D?mm±L2 nftiamir >> a y m^mx 

£, ^IE«Afc¥fJ££ftftafI-fe^>3>5\ ib&9-- 

s-r^s^^#Sfc^«Lftiifc^!f#mt-rSc 

[0 0 0 9] JdEbftWfUKinff, jESi^^fcOffl 

Kitis ftftfifi-t '.y v- 3 yiscREflyyc as & © tw 

ft § fc , SB5IM-tz y f a 1 5 ^ 'del i» 

T\ ^J£ftA#fc^IE«A©^*'[§Sft&l\, Lfttf 
[0 0 10] 

ffltcOTfSo 0 1 (4, *»B<CPREft7J»±^f-A 

[ooii] iift^-y hy-^ i ttt, saaoafflsa* 



(3) RfflZOOZ-111727 

7Jkmxt>o h&o-csttAnsfct^-m tt\ 

Wm\WkWt LX<D)l-$ 2 (fcSWiyUv?^ 

33 £91^-^4141011^-^3 ©5 7— 9— A£LT© 

[0012] IEI2&4, MIH;V-^2, iSB^/OJsJ: 

W fSi:lll-©?tF^«l3|-tftaial*gP^aL,Tl^o 
[0 0 13] ;^-^2fc^V^T, ^yVV-t^yZ- 
y^-Ts (i/F) 2 0(4, SM/W-^2 tmm^yh 

2 H4, Mx.(4NAT (Network Address Translator) 
fcl/r©W8***lU «V2 1 UdE*Sft^7K 

07Fl/X»f?MS„ tfffE^ ; eU2 1 ltfel 

o^iEftASi«igP3 i A^oiti^feia D»fS!l 

[0 0 14] IEa^-^3KfcV^T, a«7ru-y— 5/ 
3VgP30tt, A^^tXftf--^/^^ YKQScZtlT 
^&x-?vV%m?t&o ^JJEffiAl£Mg|53 l (fi 

if, Internet Security Systans ^±fi©Real Secure : 

%S) 14, /<X7-H*W£«nT^Si:#fc, Z<Dm 
30 £U ^©BWBaffl77'U^— >3ygP3 0, 

[0 0 15] /Ut43V^T, ^©igg^fe 

§Mi7^';^-^3>gP4 ot4, A*?nftf-?/^ 
©aft7^';^-^3 >sp3 o tmm^itz. mm 

40 [0 0 1 6] H3, 4J4, *^l:»t§f-?/^7 
b©$5MgS8^TO^c^Lft0T^D, 03J4, iEB 
f iJffl#fe § VH4^IEftA WSsns S ^©5pIEftA# 
t ± 3ilffi-tr -y ^ 3 U 0 4 14, ^lEftA tWS 
2nftWB©^iEftASC4;S51ffi-b'yi/3 y^LT 

[0 0 17] 05(4, *56Wfc*tf*aM'>-^yXO 

3®am77 P U-y--v3>'g|53 0 fcSfcDU— /^4©a 

M7^'j ^— >3 yS4 o tt>mm\sTWim-%o 

50 [0 0 1 8] 13 fcjSLfci 5 ftti^F 



( 4 ) 



4fB§2 0 0 2—1 1 1 7 2 7 



jEmxm\ V vfftfr ©siums* 5 ^ e>itw-' * 3 © 

9 ZOJBSBS39&2. 214, 5WtLft7*-*/*5r> b£IE 

H5(a) ] tJitftSfcO-tf— [RIB 

(b) ] (DWj^&g&Ze 

[0 0 19] jB»*-^3-ptt, affl77°Ui/3>@|53 

mimm^z y y 3 y^mns^ mmrfv y 3 ygp 
'ffLT(6»/^r'yh*a* rata to ] -rs 0 cojss 

/MT7h ft /V- * 2 LT^lTt^ilftS* 5 -\ 

EM^nso 3REgtxsia#3 1 a, Aftsnsx-* 

/^■ybfciHi D^BI(d) 1 U fw2fflfBSS 5 ©fijffl 

[0 0 2 0] LtltffiLT, fci:*)*?— /UGfiM-fe 
-r>ay?IW4lT1i, H3KwLftJ:5k: % 
2tott&£ttft 1 r-$iVrv h3WBaSffl^y77 4 1 
lfcffiM 0^77 Vy?) iti H5 (e) ] , JifcD 

+>--; s 4 ©iifi7:/'j er—> 3^40 ^.fsn [110 
(f) ] $ns 0 

[0021] aar^'j $—5/a >gM 0 «, A#?n 

fcT-frt'rv Ffc^SftTi^rrv^F^frU 
*©JiS8F> ^ -y F LTSffi-t -y 3/ 3 >3 1» 4 l 
-njSM HKg) ] f«. SBaSS/^htt, iWB-fc 
r>a>5l»4 i«MBaSffl/Vjr7rK4 1 2£tttt 

[0022] mmmn -y * 3 y^mmmm^ ± a 1 

Wntf. ±« LfcMMA^ !>3g£ft* C tea 

So 

[0 0 2 3] ctifcttLT, SB6^^y*>a>tf c fiE 

lK±Ottto?n«fc, lEgj-y— /<;3©JI^S77' l Jy- 
v' 3 ygp 3 0 fc» lt«, > 3 >««7 

£#S*:J6©:3V>F2fiIft] IMISI(i) ] £*U — 9- 

z&mmin^yay^wm* i icftLTii, TfWS. 
s 3 ©a{i77y $—- > 3 ygp 3 0 «, Huisiai^ 

fr|-f£>£:, HCTOilfi-b^i/ny^TL, ^©^£ 
^EftAIM3 l'NfflJO MB(l) ] "TSo 

[0024] iiM-t-y ->3 v?[«gP4 1 it, m'sm 
[0025] c<d£*>i^ ^mmmr-it. #t*)V- 

A4tffl{f-t-yi>3^[»4 l*8tf, T^IE«A#fc 



AS i:Of "9— ' t 3 t ©fflfmz -y f 3 yfcfc £ 1) IJw * 

[0 0 2 6] tfflH7Fl/*^JW2 1 

tf, 3BMra^>y7r 4 l 2fr6t^3ftfcJSS'^ , J' h 

DC9B9W 1 TSa "TfttJ-fe, JSSF^V bOHfiTcT 
Kl/X*, tefc?)^-^4©7KUXfr£IE*I-9— ^3 

[0 0 2 7] Lfc/b^T, =REfiA#l4SH^c7HU^ 
CDT, IBl^-^S'xcD^lEfiASCA^L/tCt^lSl 

[0028] cn^fitt, ^^ffife-bvi/gyrtT-affl 

SdB*5fr5W:fiSnSx-*>^'yh MBI (o) ] ©^a 
T-fet5+f-^4fcf5M DQH(p) 1 ^n^o Lft^o 

3st*)y—^4frt>mk mmw ] ^nsjs^^-y 

Ft, ;l/-^2£D7Fl/7.^SP2 1 fCfiVT, ^©56 
ff7t7 F UX^^TIEJl-y— z ^ 3 ©7 F L^X A 

[0 0 2 9] ±CL?£±5fc:, at*SBB«teJ:ntf, ^ 
H3Ai:W^nfeaffl-f?v>3 veyf-*nVry F 
50 tt, ; e©^fe7Fl<X^JBg'9— /WKW^t 
D-9"-^©7 FbX^»^m^n§©T\ 
.3'\0ftA&B&itrt* o Sft> ^IEf*A#«^t'?-9- 
-/UtfiALTV^tfe^*^^ IE^-/^3'\ 
©ftAtfigft Lft fc© t ftilv 1 U ttKWfiHf H t 

^©ra^fiWLTffidn^ 
^^-^©H^^iltc^So ^5>lc, ^qE«A#K 
tilEMU— /^•^.©fiAt^Ufcilfc^e.n^l^© 
T\ ^©T7£flA#tj;§SS©ftAffa^ffi©W»tT 

40 [0 0 3 0] m 6 (4, i3H->- 

it, IEa^-^3©afi77U^-i/3>'g|53 0 tfct 

V- A 4 {4, ^FiEflA^JIgP3 lfcj:0^iEflt«j!AWO 

[0 0 3 1] H3t^LfcJ:3fcx »M«tfctt^ 
ZEfiA#^ ^"f ftfroMWmM 5 6I0S1?— ^ 3 © 

50 7 h*UX%mMLT?-Z^>rv h^mtti-tZt, fir- 



( 5 ) 



#182 0 0 2-1 1 1 7 27 



£ 2 ojm&&&l2 2 ft. SMLfty'-frVry b«\ 



s 



iES9— /<3 [06 (a) ] *J<fclf*5fc?)+r-m mm g**.£>n*OT\ IE£1^*3'\0^SA#K*»L 



jVtv M±, A/-* 2*»bT^{l7r^fflffl4i*5^ a y^3 0, 4 0 idfiS*? YV~>? 1 fcOHTi&n 

Dim (d) ] U Wlffii€^5£DfM [0 0 3 9] 5 Sic, ±ELfc«*a»B«T»H:, 

[0 0 3 3] Cflfc¥fTLT, fcfcODw^oaiBfe D^/t4NB^Sfc©fcbT«IBLfc#, 7*--*© 

7->a^W4im ;l/-^2A^|SM*n?>f ; - jRavyFOiiK, fit *) ^< 4 OWI«Bfe* 

£;^y h*flB3£fB/*y77 4 1 l EffiM 010 (e) ] %%&?iZffi&^VYit§S&?—2* , ry FEML 

2*15*% a*I7:/U->3>SH0^ftl2I£n&V\, Ttt, tetD^-^4-st«A^^v^t^SSL 

±KLfcS*sa*«DSSnS!:i:fcaSo [0040] ^CT\ *£jttgtt?& mK^Lfcci: 
[0 0 3 4] CfUotfLT, SSfflfB-t^^ay^IE 1^m0«^S^Stf-S±3£lG^*T-* 

1 fci ^£Q£ft&i:, a«7yjy— >3 VflP3 OK 0^N«*"f. afll-fe-y 5/ a >3»4 1 v 

wuTft. iiffr^u^-; ^ 3 >«Tt53v^h^ v^^-mk^xmmcjm mmis) ] u *s 

fflfc] D10(i) ] StU ;b-^2^3cttBlM-fey>'3> Eft. ;l/-?2<D7FUX^g52 lK^T, 

1 fc*f LTft, ^iESA^^Lfcg^iKn ff/cT F l^X^TIM-- *3 ©7 FPX£«tm 

[|W10(j),(k) ] £ft£o TffiTJ [HH (r) ] f5„ t©<fc5ft#WifcJtfu£ * 

[0 0 3 5] IBt9^-^3<ffli(I7rU'5r-5'3>flS3 tW-'UZ, 

!*7-fSo aM-tr'y^3>?[»4 l ft. ^iEftXZWft [0 0 4 1] JJBLfc«HB8B$*"W£, MfPS 

©; *{r v h #^ 2: U tOSSMffl^ f 50 N KMM-k >y *> a U ^ jEftXtfSBCS ft^Bf 

774 l 2t^77U>^'£tiTV^ Si/^^h SMIff-fe-y fa >*tst Dt)w<4 15 

#f§fc*ftSLfc7*-*^y hfr5Jfilci3i: 4 5 tot LTMLfctf, ^j£fiA£ffl£Sftft:7*-ti 

Oil«77'jy— >aVSP4 0-vteM 010(f) 1 f X©M1^7 FUX^lrTfEfiLTfc^, i^H-OfS 

5 0 ffi7t7 F UZ%m- §7^-feX^^nfc«^Eft, 

[0 0 3 6] iifi77u^r->'3>SN oft. SKf- ^oaft-tr-yv'a y%SkW? l Dist *)*)■— >u toiBfc 

r-y bfc^jSU cftfcjffl&te-yS/a V?BWM 1 ^og [0 0 4 2] 

3 y?l«4 i^LT;b-^2^SM Blw ] $ sSt^tiSo 

nso 2 7-ft, tuiH7 h vxmm z 1 ^o cu iEMif-/^orafc«u?nf C a«-t >y 3 

[0 0 3 7] cftfitatt, S^iHr-y^aVfiT-ii T\ JES^-^^IEfiA^P>^c tms. 

«5f55A^a37J*n5x-^^^-yh Kl(o) ] O^S (2) ^iEftA^ftfci: O^-^KfiXLTV^SJCt*^ 

^7FbXft. ib-9Z<DTY\sXS&»2 1 «5^T ^Sf 5 , IEM^-^'NO«Atj^LfctOt»jiV^ 

^Tfci:i3^-/ < i4c07KUXt#^^t ) n«.O-e. U -r-^^2fefflfeSV^ft®«-r« 0 COftfc, ^pIEft 

IE^'9--^3'\O=PlESX*l»ihT?*S 0 *3t A#l±ifc««g^Hlct>fcoTg8K*«a^40t?, * 

[plB(g) ] ©SWlTcTHL'Xfe, ;W-*2 07FUX jo D> ^O^SS, ^iE«A#<0#SAMtlt^i»o 



(b) ] ©2505 v \$»£f"2>c 

[0 0 3 2] IBl-9--^3T-ft, Mff77'A>a>g[53 



[0 0 3 8] ftfc, ±IBLfc^«miT-ft. ^IMA 



(6) 



12002-111727 



(3) 3REftX#Ktt, sffi?- 'WOgAfc^LfcC 

(4) £ 1> ^-^«l%«^2^ff Sfeftfta v> F 



[02] Hi ©±B«©»S*jj* bft7a ? ^HTS 
[03] *^fcfi»J*7 s -*-'Viry h*itfjS»< 



[04] ^fSBfcfcW-J&T-*'^ 'V bfcitflSBf^ 

[05] hi mmmnmm'y-^ y^^rmv 

[06] H2^WF^oaffl^-^>'X^Lfc0T' 

[07] m 3 msmmm*-* i>im? 
[f»§^] 

SOS&R 3 1 -^iEMA^ia 4 1 -5ifi-feyS/3> 



i r tr 



^ ,-lt-. 



— 



(7) 



#12 002 




[03] 



[04] 



ftffl 2 0 0 2 - 1 1 1 7 2 7 









X-c^— . 














, Clll— 
























..J ■bwi>3>il«T*a 1 




r tn> 



































[06] 



















r !n)l T-Kt- 
















<D»rffl8 | 


— ) 


*«« | 
**. | 






Mo) 











( 9 ) 



#18 2 0 0 2 - 1 1 1 7 2 7 



[07] 







B3 1 SfR7 


7U3 0 3IM 


8* i aver? 






\ 










u ^ 




F L - *■ 


r <k) ^ 






r tml 








|tku 






r <-> 


) 


c r <p > 









(sDmt.ci. 7 m$s& 

H04L 12/22 

(72) $m m~ 



F I r-?>K 
H 0 4 L n/26 

F A 5B017 AMI BA06 BB09 CR15 CMS 

5B082 EA11 EA11 Cftll 
5B085 AA01 AEOO 
5B089 Gftl9 GB01 GB02 KA17 KE02 
KG03 



